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This Policy is intended to ensure:    

  

• that staff, volunteers and approved guests, such as ITT, will be responsible users and stay safe 

while using the internet and other communications technologies for educational, personal and 

recreational use.   

• that school ICT systems and users are protected from accidental or deliberate misuse that 

could put the security of the systems and users at risk.   

• that staff are protected from potential risk in their use of ICT in their everyday work  

  

Saxon Wood School provides a range of ICT resources which are available to all staff.  In order to 

ensure the safety of both staff and pupils, it is important that all staff follow the guidelines 

detailed below.  

  

Terms of Acceptable Use:  

  

This policy applies to all staff of the school and volunteers, including approved guests regardless 

of their use of ICT systems. All staff will read and sign Saxon Wood School acceptable use 

agreements.  

  

School Email  

  

Every member of staff is provided with a school email address.  The email system can be 

accessed from both the school computers, and via the internet from any pc.  

  

Date: July 2022   

Headteacher: Jakki Alexander  

Chair of Governors: Wendy Morgan  

                     Date for review: July 2023 

                        (or sooner if required) 

  



 

The sending of emails is subject to the following rules:  

  

 I will always communicate in a professional manner.  

 Language must not include swear words, or be offensive or abusive.  

 Emails or attachments of a pornographic, illegal, violent, sexist or racist nature, terrorist and 

extremist material are not permitted.  

 Sending of attachments which contain copyright material to which the school does not 

have distribution rights is not permitted.  

 Limited personal use of the email system is permitted, provided that it complies with the 

guidelines set out in section 4 of this policy, and that any content complies with the rules 

above.   Staff should keep levels of personal email to a minimum.  

  

Email within the school is monitored, and email accounts can be checked in order to ensure 

compliance with the above rules.  

  

All staff should be aware that email is not a secure communications medium, and therefore 

careful consideration should be given before the transmission of confidential files or staff / pupil 

data.  

  

Staff volunteers and approved guests are not permitted to send via email any information which 

is covered by the Data Protection Act, without prior written authorisation from the schools data 

protection officer.  

  

Internet Access  

  

The school provides internet access for all staff and pupils in order to allow access to the wide 

range of content available.  

  

The schools’ internet connection is filtered, meaning that a large amount of inappropriate 

material is not accessible.  However, on occasion it may be possible to view a website which is 

inappropriate for use in a school.  In which case the website must be reported immediately to 

the ICT administrator or office.  

  

It is not permitted to attempt to access, on any device, pornographic, illegal, sexist, violent, 

racist, extreme, terrorist or other inappropriate material in school.  

  

The use of online real-time chat rooms is banned, unless specific permission is sought from the 

Head Teacher.  

  

No member of staff may download any software from the internet for installation onto a school 

computer system without prior written authorisation from the Headteacher.  

  

 

Personal use of Equipment  

  

The ICT provisions provided by the school are for work relating to the School.  However, the 

school acknowledges that, on occasion it may be necessary to use the ICT equipment for 

personal use.  This is permitted provided that:  

  

 Any activities carried out on them complies with the other terms of this policy.  



 

 No personal applications are loaded onto any computers.  

 Any activity completed on school equipment does not result in personal gain for the 

member of staff involved.  

 The removal of ICT equipment from the school site for personal use is only permitted with 

the consent of the Head teacher.  The exception to this is any equipment assigned to, and 

signed for by individual members of staff.  

  

No technical support is provided by the school for problems arising as a result of personal work on 

the equipment.  

  

  

Digital Photography  

  

The school encourages the use of digital cameras and video equipment; however, staff should 

be aware of the following guidelines:  

  

Photos should only be named with the pupils’ name if permission has been sought from the 

parents via the image permission form.  The updated list is of photo permissions are available 

from office.  

  

The use of digital photography in school is permitted.  However, images of pupils must be 

downloaded to the school network and removed from the camera before it leaves the school 

site. All photos should be downloaded to the school network. All photos of ex-pupils must be 

deleted. 

 

  

Security  

  

Each member of staff is allocated a username and password.  Staff are responsible for ensuring 

their password remains a secret and their account is secure.  Staff are not permitted to write their 

password down.  

  

Under no circumstances should a pupil be allowed to use a staff computer account, unless 

being directly supervised by the account owner for the purposes of curriculum use.  When any 

pc is left unattended, it must either be logged off or locked.  No member of staff may use a 

computer which is found logged on as someone else, it must be immediately logged off.  

  

Staff will only access areas of the schools’ computer systems to which they have been authorised 

access.  

 

   

File Storage  

  

Each member of staff has their own personal area on the network, as well as access to shared 

network drives.  Any school related work should be stored on one of these network drives.  Staff 

must not access, remove or otherwise alter any other user’s file, without their express permission.  

  

All staff should be aware that all files must be stored on a network shared area in order that they 

will be backed up.  Files lost from a USB key are not recoverable.    

  



 

Staff are responsible for ensuring they have rights for the storage of any file in their area, for 

example copyright music files.  

  

Any files stored on removable media must be stored in accordance with the following:  

  

No school data is to be stored on a home computer, or un-encrypted storage device. No 

confidential, or School data which is subject to the Data Protection Act should be transferred off 

site using unsecured email.  

  

Any pupil data will be kept private and confidential, except when it is deemed necessary by 

school policy or law to disclose such information to the appropriate authority.   

 

 

Mobile Phones  

  

All phone contact with parents regarding school issues will be through the schools’ phones and 

not through personal mobiles unless in an emergency on a school outing.  

 

 

 

Social networking  

  

Users of Social Networking Sites should always remember that information published on these sites 

can and may be read by colleagues, parents and pupils.  

  

To prevent any misunderstanding the following guidance is offered by the school to staff and 

pupils:  

  

 Separate personal from professional: Decide how you will use your account and the sort of 

information it may contain.  

 Protect your information: Make sure you understand the privacy and security settings and 

restrict access to personal information on social media and apps you use and ensure they 

are kept up to date.   

 What are you publishing: Although you may have privacy settings in place, the information 

you publish could be shared by one of your “friends” who may also be friends with pupils 

and their family members and therefore could read your post if you do not have 

appropriate privacy settings.  

 Also make sure that the information published is not inappropriate, defamatory, deemed as 

harassment, intimidating or bullying or bring the school into disrepute.  

 Be professional: Do not under any circumstances discuss the school, your colleagues, 

parents or pupils.  

 Staff and pupils (past and present) must never be online friends.   

 Staff and parents (past and present) must never be online friends.  

  

 

Social Networking in Curriculum:  

 

 The school will control access to social media and social networking sites through the 

HPSN2 flexible web filtering system.  Sites can be blocked and unblocked as agreed by the 

Head teacher by the ICT administrator.  



 

 Online safety is an integral part of the Computing curriculum and is differentiated to meet 

the needs and abilities of individual students.  Where appropriate pupils will be advised 

never to give out personal details of any kind, which may identify them and/or their 

location. Examples would include real name, address, mobile or landline phone numbers, 

school attended, full names of friends/family, specific interests and clubs etc.   

 Staff wishing to use Social Media tools with students as part of the curriculum will risk assess 

the sites before use and check the sites terms and conditions to ensure the site is age 

appropriate. Staff will obtain consent from the SLT/Online Safety coordinator before using 

Social Media tools in the classroom.  

 Social networking sites will not be used with pupils outside of the recommended/required 

age restrictions.  

  

  

  

 Date: July 2022 
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